
	Relief Applications
	DPIA template


[image: ]
Data protection impact assessment
Template for NGOs and humanitarian organisations
	How to use this template
Work through the eight parts in order, with the project owner, your DPO, IT or security and the field team in the room. Start with Part 2: if the screening says no DPIA is needed, keep that part as your record and stop. Grey italic text is a prompt, so replace it with your answer. Delete what does not apply, and keep the document with the project. A DPIA is done before the processing starts and is reviewed when something changes. Read the guide for the reasoning behind each part. This template is general information and is not legal advice.



1. Project summary and who is involved
	Project or system
	Name, and what it is in one sentence

	Controller
	The organisation responsible (legal name)

	Project owner
	Name and role. This person leads the assessment and accepts the residual risk.

	Data protection officer
	Name and contact. Their advice is recorded in Part 7.

	Contributors
	Programme, IT or security, field team, partners, legal. Who was consulted, and when.

	Version and date
	Version 1.0, date of this assessment

	Planned start of processing
	The date by which this assessment must be signed



2. Is a DPIA needed? Screening
Tick every criterion that applies to the planned processing. As a rule, two or more means a DPIA is needed. A DPIA is always needed in the three cases of Article 35(3) of the GDPR, listed below the table. Check also the list of your supervisory authority.
	Criterion
	Example
	Yes / No
	Notes

	Evaluation or scoring of people
	For example a vulnerability score that decides who is assisted
	
	

	Automated decisions with legal or similar effect
	Eligibility decided with no person in the loop
	
	

	Systematic monitoring
	Biometric checks at each distribution, location tracking, recorded hotlines
	
	

	Sensitive data
	Health, protection case notes, ethnicity, religion, refugee or survivor status, criminal data
	
	

	Large scale
	Number of people, volume of data, duration, geographical reach
	
	

	Matching or combining datasets
	Merging registrations with a partner’s or donor’s data
	
	

	Vulnerable people
	Children, displaced people, survivors, older people, people in conflict zones
	
	

	New technology or new use
	A new app, biometrics, mobile money, an AI assistant that reads case files
	
	

	Blocks access to a service or a right
	A registry that decides who can receive assistance
	
	



Article 35(3): always required for (a) systematic and extensive evaluation of people by automated processing, including profiling, with legal or similarly significant effects; (b) large-scale processing of special categories of data or of criminal convictions; (c) systematic monitoring of a publicly accessible area on a large scale.
	Outcome
	DPIA needed  /  DPIA not needed. If not needed, write why in one or two sentences: this is your record.

	Screened by, date
	Name, role, date



3. Description of the processing
	Purpose
	What do you want to achieve, and for whom? One purpose per line.

	People concerned
	Who are they? How many, roughly? Which are vulnerable, and which are children?

	Data collected
	List the items. Mark the special categories (health, ethnicity, religion, biometrics, and so on).

	Where the data comes from
	From the people themselves, from partners, from public sources, generated by the system

	How it is collected
	Forms, an app, interviews, a hotline, sensors. Who collects it, on what device?

	Who can see it
	Roles inside the organisation, and at partners and processors

	Where it is stored
	System, hosting provider and country. Is sensitive data kept apart?

	Who it is shared with
	Donors, partners, authorities, payment providers. What exactly is shared, and why?

	Transfers outside the EU or EEA
	Which countries? What safeguard applies?

	How long it is kept
	The period, the trigger for deletion, and how deletion is done and checked



Data flow
Describe, or draw and attach, the journey of the data from collection to deletion. Name each step, each system and each person or organisation that touches it.
	Step
	What happens
	System and place
	Who handles it

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



4. Necessity and proportionality
	Legal basis
	Which basis, and why this one? In aid work this is often vital interests, a public-interest mandate or a legitimate interest, because consent is hard to rely on when people depend on assistance. Say how special categories are covered.

	Why this data is needed
	For each item in Part 3: what would break if it were not collected?

	Less intrusive alternatives
	What else could reach the same goal with less data or less risk? Why was it set aside?

	Data minimisation
	What have you left out, masked or pseudonymised?

	What people are told
	When, in what language and form. Does it reach people who cannot read?

	People’s rights
	How can someone ask what you hold, correct it, object or have it deleted? Who answers, and how fast?

	Processors and partners
	Who processes data for you? Is there a data processing agreement (Article 28) or a data-sharing agreement?

	Transfers
	The legal mechanism for each transfer outside the EU or EEA



5. Risks to people
Think of harm to the people whose data you hold, and to groups and communities, not only of risk to the organisation. Describe each risk as: a source, a threat, and the harm that follows. Score it with the grid below.
	Prompts for aid and development work
Data reaching an authority or armed group that could use it against people. People excluded or wrongly treated by an error or a biased rule. Re-identification, including in small groups and small places. Lost or stolen field devices. Staff or partners copying data to their own tools. People refusing help or hiding information because they distrust the system. Harm to a group even when no one can be named. Function creep: the data later used for another purpose.



	
	Minor (1)
	Serious (2)
	Severe (3)

	Likely (3)
	3  Medium
	6  High
	9  High

	Possible (2)
	2  Low
	4  Medium
	6  High

	Remote (1)
	1  Low
	2  Low
	3  Medium



Score = likelihood x severity. Likelihood is how probable the harm is, severity is how serious it is for the person. 1 to 2 low, 3 to 4 medium, 6 to 9 high.
	#
	Risk (source, threat)
	Harm to people
	Likelihood (1-3)
	Severity (1-3)
	Score

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



6. Measures and residual risk
For each risk above your tolerance, choose measures: collect less, mask or pseudonymise, restrict access by role, encrypt, keep sensitive data in a separate store, shorten retention, set a data-sharing agreement, train staff, test the system, add a non-digital fallback, add a way to object. Then score the risk again with the measures in place.
	Risk #
	Measure
	Owner
	Due
	Residual likelihood
	Residual severity
	Residual score

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	Risks still high
	If any residual risk is still high and you cannot reduce it, Article 36 of the GDPR requires you to consult the supervisory authority before you start. Note it here.



7. Advice, views and decision
	DPO advice (Article 35(2))
	Date, advice given, and whether it was followed. If not followed, say why.

	Views of the people concerned (Article 35(9))
	How were they or their representatives asked, when, and what did they say? If not asked, say why not.

	Decision
	Go  /  Go with conditions  /  Do not proceed  /  Consult the supervisory authority first. State the conditions.



	Sign-off
	Name
	Role
	Date
	Signature

	Project owner
	
	
	
	

	Management
	
	
	
	

	Data protection officer
	
	
	
	



8. Review plan and change log
	Next review
	A date, and who will do it

	Triggers for an earlier review
	A new data field, a new partner, a new country, a new tool, a breach, a change in the law or in the context



	Date
	What changed
	Effect on the risks
	By

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Template by Relief Applications (reliefapplications.org/dp4g). DP4G is our data protection service for humanitarian organisations.
Free to use and adapt inside your organisation. Guide: reliefapplications.org/resources/dpia-for-ngos
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